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ABSTRACT
Commercial computer aided design (CAD) applications have traditionally been based on a sin-
gle user architecture. Recent research on multi-user collaborative CAD and other computer aided
applications (CAx) have shown promising and highly functional prototypes of multi-user concur-
rent designing tools based on popular and market leading commercial software systems such as
Siemens NX. However, for these prototypes to be deployed to the real-world corporate environment
for commercial projects, security features such as access control and encrypted transport must be
implemented as integral part of the enterprise network infrastructure.
Directory services (DS) such as Microsoft Active Directory and Lightweight Directory Access Proto-
col (LDAP) has become the standard software and protocol for managing resources in the complex
modern enterprise network. DS controller authenticates and authorizes user’s access to resources
and enforces security policies. This research presents a method to integrate existing corporate DS
and user information to provide a role-based access control functionality inmulti-user CAD software.
A successful prototype systemwas built based on previously publishedmulti-user enabled Siemens
NX CAD software and integrated with a Microsoft Active Directory domain services where users and
roleswhere created to simulate a corporate engineeringorganization. The systemwas thenvalidated
with models and assemblies where components were configured with various access privileges.
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1. Introduction

While the engineering design and manufacturing are
highly collaborative processes, main stream commercial
CAD and other computer-aided tools still limited to
user interface and user experience that are single user
in nature. The collection of single user tools unneces-
sarily constraint the design and manufacturing processes
with too much serialization or difficult integration when
teams of engineers are involved in complex projects. The
lack of concurrent and distributed CAx tools not only
limits the productivity and efficiency of the engineers,
but also create risk in quality management in today’s
increasingly complex systems, which in turn length-
ens the product development life cycle and increases
cost.

Researchers have proposed a variety of methods and
tools to facilitate concurrent multi-user collaboration in
CAD modeling [20], mostly notably the NX-Connect
system built by the National Science Foundation (NSF)
Center of e-Design [3] at Brigham Young University who
successfully integrated such capability in the one of the
world leading commercial CAD application – Siemens
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NX [15]. The NX-Connect system is designed to support
engineering teams that are distributed in multiple geo-
graphical locations connected through public internet
infrastructure [21]. Past experimental design projects
involving engineering students from multiple universi-
ties across the country have demonstrated the feasibility
of such collaborative design process and the potential
productivity gain [22].

But for such tools to be introduced to the real world
commercial product design and development, they need
to address and comply with a long list of security require-
ments that are essential in the complicated corporate
organization and enterprise network environment. The
primary research objective of this paper is to design a
security abstract layer that can be integrated with multi-
user collaborative computer-aided engineering tools that
can properly authenticate users and authorize proper
access rights to hierarchy of objects based on the users’
roles and access privileges in the organization. In order
to validate the concept and create a functional proto-
type, such a security framework was built, integrated and
tested with the current NX-Connect system.
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2. Background

2.1. Collaborative CAx

The potential benefit and motivation for more collabora-
tive computer software have been well addressed in the
literature [2]. There have been ample research activity
dedicated in the past decade to methods and tools for
collaborative engineering design [9],[20], including the
v-CAx and NX-Connect projects [11] at the NSF Center
of e-Design [3],[10],[16,17]. These studies have shown
great potential benefits both in cost and performance
from collaborative CAD and other engineering design
tools. There is also active participation from the industry
with great interests to see actual deployment of these col-
laborative tools in their global training and production
environment [18],[22].

In addition to the v-CAx project, there are a num-
ber of other research groups who have also developed
multi-user collaborative modeling and design tools that
demonstrated feasibility and practical use. For instance,
MUG [4], CADDAC [14], e-Assembly [6], WebSpiff [1]
and WPDSS [12]. Although the current state of many
multi-user CAD prototypes, including NX-Connect, is
highly functional withmost of the features needed to exe-
cute concurrent design of complex engineering models,
they do not have sufficient security measures for them to
be deployed in commercial project where protection of
intellectual property is essential. For example, the com-
munication between clients and servers are not encrypted
and all users have rights to access all objects in the assem-
bly and parts. In order for the multi-user systems to be
successful in the real world application, it must include
up-to-date security protocols such as secure transport
and access control suited for the target organizations.

Even though the ability to manage user permission
has been available in commercial PLM systems for a
number of years, for example, both Siemens’ Teamcen-
ter [13] andDassault System’s ENOVIA [7] software have
features allowing users to control various security set-
tings and access privileges. There are still many limita-
tion and shortcoming with the way they are currently
implemented in both of these market leading systems.

First, these software manage their user credential and
permissions as independent and standalone systems that
are not integrated with the corporate directory services.
User information in the corporate directory services are
not easily transferrable to the PLMsystem, and vice versa.
Maintaining two separate user and resourcemanagement
systems not only require addition men-hour but also
often leads to administrative errors or data being out of
sync.

Second, even though Teamcenter and ENOVIA
systems supports access control to CAD parts and

assemblies, they do not allow multiple users to access
or edit a part at the same time. For a multiuser CAD
system to be truly collaborative, it needs to allow concur-
rent access to CAD models from any number of users so
long as their privilege are enforced. For example, a CAD
part can be edited by multiple engineers working on the
design, and view by others with read-only access.

Third, the granularity of the access control in the
Teamcenter and ENOVIA systems are limited at the part
or file level. The NX Connect system has the ability to
support access control at the sub-part or feature level,
which can potentially provide greater flexibility for more
effective project management.

Figure 1 shows the architecture of the previous NX-
Connect system prototype where a simple username/
password authentication is taken place against a local and
isolated database. In addition, the data streams between
clients and server were not encrypted. The system as it
was could not be used in commercial engineering devel-
opment simply because the lack of security protocol.

2.2. Security Risks

As the CAD software and other CAx tools transition
from a single user application to a multi-user concurrent
collaborative system operating in a geographically dis-
tributed network environment, they can be exposed to
many security threats. For examples,

• Unauthorized access to system and resources
• Unauthorized user operation
• Server identity theft
• Eavesdropping or sniffing

For the traditional single-user applications, the work-
station operating system typically authenticate users
through corporate network directory service and cre-
dential, where logging in to the workstation typically
grant access to the CAD/CAx software and data files. In
a multi-user environment where shared modeling and
design data reside on the network servers, access request
from client applications will require network authenti-
cation protocol. In addition, it is also possible for an
attacker to take on the identity of an authentic server
and have users unknowingly communicating with a fake
server rather than the authentic one, where sensitive
design data can be made available to an unauthorized
party.

As authorized users gain access to the system, they
should only be able to have access to and perform
operations on data which they are permitted to. With-
out role-based access control, shared classified data
can be inadvertently destroyed, intentionally stolen or
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Figure 1. Original design of NX-Connect with simple database authentication and no encryption.

sabotaged. Furthermore, communication carried over
networks can be sniffed or captured using various net-
work capture tools. Design data sent back and forth
between clients and servers can be intercepted if they
were not property encrypted. The exposure of a mul-
tiuser CAD system to any of these threats can result in
some devastating consequences and thus steps need to
be taken to minimize the risks and mitigate the effects
of such vulnerabilities.

2.3. Security Requirements

Few references are found in literature that focused on
the security aspect of multi-user collaborative CAx, even
though protection of information from malicious activi-
ties or unintentional errors is a crucial part of any engi-
neering development environment. A study by Zhang
et al reviewed some of the security requirement in a

collaborative system and how they might relate to the
general information technology (IT) systems, including
some discussion of access control pertaining to CAD
models [23], wherein a layered approach was suggested.
The three security layers and their primary functions
were identified as the following:

• Data and communication layer: ensure confidentiality
and data integrity

• Access control layer: manage authentication and
authorization

• Collaborative process layer: coordinate activities in
the design process

The work of this research and the discussion below
will primarily focus on the data communication and
access control layers.

The most common mechanism for ensuring confi-
dentiality is encryption with symmetric or asymmetric
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algorithms such as, but not limited to, DES (Data
Encryption Standard), AES (Advanced Encryption Stan-
dard), RC4 (Rivest Cipher 4) or RSA (Rivest-Shamir-
Adleman). Standard encryption protocols have been
developed based on these algorithms to support secured
network communication, for examples, Transport Layer
Security (TLS) and Internet Protocol Security (IPSec).
Integrity provide assurances that data received from
the network transmission has not be modified and the
data is from the sender as it is claimed. Cryptographic
hashing and digital signatures are two most commonly
mechanisms for maintaining data integrity. Research by
Rouibah and Ould-Ali demonstrated the use of TLS and
digital signature in a prototype of collaborative product
definition management system [19].

Authentication and Authorization are two processes
that usually complement one another. While authenti-
cation ensures that only legitimate users have access to
a system, authorization manages the rights of the users
after they have been granted access to the system. Pro-
tocols such as Kerberos and TLS are regularly used in
conjunction with directory services and digital certifi-
cates such as X.500 and X.509 to manage authentication
in today’s enterprise network environment where mutual
authentication is typically required between the server
and client. Implementation and support of these standard
protocols can be found in popular commercial network
management systems such Microsoft Windows Server
which includes directory services that manage security
and identity information pertaining to an organization’s
network resources and users. Most directories follow a
hierarchical format based on the X.500 standard and
access protocols such as Lightweight Directory Access
Protocol (LDAP) that allows users and applications to
interact with the directory.

In addition to authentication, the access control layer
is also responsible for authorization, thus ensuring that
only authorized users can access specific CAD model
parts and assemblies. The most commonly used access
control models in practice are Discretionary, Mandatory
and Role-based, where each of them have their strengths
and weaknesses, some hybrid implementation have, over
time, been developed and adopted in various software
systems.

2.4. Role-based Access Control

In computer science, an access control matrix is an
abstract and formal security model of information pro-
tection in computer systems that characterizes the rights
of users with respect to objects in the system. Role-based
access control (RBAC) and mandatory access control
(MAC) are two commonly used mechanisms in modern

operating systems to manage user access to files, net-
work ports or other objects [8]. Even though it was
not specifically mentioned in their paper, Cera et al.
applied the concept of hybrid access control in a tech-
nique called Role-based Viewing for collaborative 3D
geometric model design [5], where a variable level-of-
detail meshes is created across both individual parts and
assemblies to provide a model based on the access rights
of the individual actors within a collaborative design
environment. This result is achieved through an inte-
gration of RBAC and Bell-La Padula model which is an
implementation of MAC.

Hierarchical role-based access control is a variant of
RBAC that incorporates inheritance of attributes in a
hierarchy of objects, which is also often used in complex
software systems. For the scenario of multi-user CAD
design, a similar access control matrix can be defined
based on the organizational need of the engineering
team. Various access rights to certain hierarchy of objects
in the assemblies or parts can be given to selective roles
and privileges of users. We propose a design that com-
bines both RBAC and MAC which can be integrated
with multi-user CAD or other computer-aided applica-
tions to satisfy the need of a real-world enterprise level
concurrent collaborative tool.

Any large scale engineering organization typically uses
a directory service to manage hierarchies of users and
resources. Most such services have standardized on an
open and vendor-neutral industry standard known as
LDAP. To effectively integrate a multi-user collaborative
tool into the enterprise environment, it is imperative that
one must incorporate an access control function that is
compatible with an LDAP service.

3. Method

To demonstrate the design and functionality of the new
security features in a multi-user CAD system, we used
the NX-Connect system prototype (Fig. 1) as the base
whereon the security layers were added to manage access
control and secured communication through integration
with enterprise directory services. A simulated corporate
environment is setup with network domain controllers
and services where user credentials and security objects
can be defined as they would be in a real world engineer-
ing projects. Although implementation and support of
the standard security protocols can be found inmost pop-
ular commercial networkmanagement systems, we chose
Microsoft Windows Server platform for our reference
design because of its dominant market share and easy
to use programming interface. In addition, the schema
and data source for the collaborative model with hier-
archies of assemblies and parts need to be extended to
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Figure 2. Proposed new systemwith: (1) authentication with directory service, (2) encrypted data stream, (3) RBAC andMAC for objects
in the model assembly.

include access control permission attributes as defined in
the directory services.

Comparing to the previous prototype of NX-Connect,
Fig. 2 shows the revised system overview diagram with
the addition components, i.e. directory and certificate
management services, and added security layers in exist-
ing client and server components. Details of these new
software modules will be discussed below.

3.1. Authentication

When a user starts a new session of NX-Connect multi-
user CAD application on a client workstation, the request
to access the NX-Connect server will now prompt user
to enter his network domain credential which will be
validated through encrypted channel with the domain
directory server as shown in Fig. 3. This new layer of
security protocols for secured authentication are added
to the NX-Connect plug-in on the client workstation
and the NX-Connect server to fully integrate the user
authentication process with the corporate network.

3.2. Authorization

After a user is authenticated, a hybrid authorization
model consist ofMACandRBAC is adopted in the design
to support the typical organizational need for both com-
mercial and classified engineering projects. The following
concepts are used to formalize the authorization process
when a user requests access to a particular set of data, e.g.
a part or assembly.

3.2.1. Security class
The security class of a subject or object determines sen-
sitivity levels. In order for a subject (user) to have access
to an object (CAD model), the subject must have a secu-
rity class that is higher or equal to the security class of
the object. Security classes follow a hierarchical structure.
This means that security classes have associated levels
with one level trusted more than the other. For example,
in a government contracted project, security classes may
include unclassified, confidential, secret and top secret,
with increasing levels in that order.



402 C.-C. TENG ET AL.

Figure 3. User authentication process.

3.2.2. Security category
Security categories enforce need to know rules. The fact
that user A, for example, has a certain security clear-
ance (security class) does not guarantee access to a CAD
model, even if that CADmodel also belongs to that secu-
rity class. UserAmust also belong to the security category
of the CAD model data in question. Security categories
do not follow a hierarchical structure like security classes,
and may be based on projects, geographic locations or
other factors.

3.2.3. Role
Rather than assigning permissions on objects to indi-
vidual users, a role can be created to which a user may
be assigned. This simplifies the process of granting per-
missions. Granting permissions to roles is a feature of
RBAC. The design of RBAC in the framework is hier-
archical, which means that there is an accumulation of
permissions of other roles or in other words privilege
inheritance. For example, a Technician rolemay have cer-
tain permissions and the Junior Engineer role also has its
permissions. A Senior Engineer Role inherits the permis-
sions of the two roles in addition to other permissions
assigned to the Senior Engineer role.

3.2.4. Authorization process
Each user is assigned a label comprising a security class
and security categories which must match that of a CAD

model’s label before the user is granted access to that
object (part or assembly). After a user has been granted
access to a part, the user’s roles determine the operations
that can be performed on the CAD model. Such actions
may include viewing, modifying, deleting, or creating an
object. The permissions that are assigned to roles can fall
under two categories: global permissions and object per-
missions. Global permissions apply to all CAD models
in a specific database. Object permissions on the other
hand apply only to specific objects. For example, a global
permission “View” means that a user has permission to
view any CAD model. An object permission “Delete”
for the CAD model “Part-A” means that the “Delete”
operation can only be performed on Part-A. Fig. 4 illus-
trates the authorization process described above. These
access control functionalities require changes in the data
management structure which will be address later.

3.3. Network Domain Services

Typical enterprise network infrastructures rely on some
form of directory service to manage the users and
resources. Most of these directories follow a hierarchical
database format based on the X.500 standard and imple-
ments protocols such as LDAP to interface with users and
applications. Based on the suggestion from our indus-
try partners, we chose to use Microsoft Active Directory
in our reference design. A separate GUI management
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Figure 4. Authorization process.

console tool was developed to create andmanage security
classes, security categories, user roles and permissions in
the directory through application programming interface
(API). These security objects are made available through
the directory service and used by the new access control
layer in the NX-Connect system, as shown in Fig. 2.

For the data communication security layer, the stan-
dard TLS protocol was adopted not only to encrypt
the network transmission channel, but also to mutually
authenticate the identities of client and server through
the use of digital certificates or public key infrastruc-
ture (PKI) to prevent spoofing and other similar attacks.
The certificate authority (CA) is one of the main fea-
tures of PKI which is a trusted third party (other than
the client and server) that manages and issues digital cer-
tificates. A detailed description of PKI is not in the scope
of this manuscript, suffice to say that it is commonly used
as part of any enterprise network security protocol and
a well-managed PKI service is a crucial component to
a secured network environment, especially when multi-
ple geographically dispersed locations are involved and
proprietary data being transported through public net-
work infrastructure. This reference design leverages the
Certificate Services on Microsoft Windows Server which
seamlessly integrate with the Microsoft Active Directory
and network domain controller to provide digital signa-
tures and certificates to ensure the chain of trust. The
certificate/key management service component shown
in Fig. 2 interacts with client workstations and servers

to facilitate cross authentication and secured transport
through proper distribution of certificates/keys.

3.4. NX-Connect Clients

A data communication security layer is added to the NX-
Connect clients to perform the following functions:

• DOMAIN AUTHENTICATION. Instead of operat-
ing with a different set of login credential, the sys-
tem will now require users to login with the same
user credential for accessing other corporate network
resources and authenticate through the domain direc-
tory services. By integrating with the corporate direc-
tory service, the system will have access to up-to-date
user information for proper authentication. This also
enables the system to link users to security objects to
support RBAC and MAC on the data objects later on.

• SECURED TRANSPORT LAYER. After the user is
authenticated, proper digital signature or certificates
are given to the clients (and server) from the certificate
management services to encrypt their communica-
tion channel with TLS, an industry standard secure
communication protocol.

3.5. NX-Connect Servers

TheNX-Connect servers encompasses twomain compo-
nents: 1) the data management component that manages
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the database of CADmodels, 2) the NX-Connect servers
that manages the communication with clients and autho-
rization of resources. Added security functions for each
of the components will be discussed below.

3.5.1. Database server
The object classes in the database are structured to rep-
resent information for typical CAD models, including
assemblies and parts with their geometric and other
features. These object classes need to be modified or
extended to include access control information includ-
ing user roles and security class that are allow for various
actions (create, view, modify or delete). Fig. 5 shows a
partial view of the new schema which now include tables
of access permission information.

3.5.2. NX-Connect server
This is the communication and mediation layer between
the client applications and the database server. First of
all, it now uses the domain authentication and certifica-
tion services to coordinate secure communication with
the clients. Secondly, after a user is authenticated, it now
works with the Active Directory server to enforce RBAC
and MAC and authorize or deny user request to access
data objects in themodel based on the authorization pro-
cess described in earlier sections. Only users with proper
role and security privilege are granted access or action
to the data object. Hierarchical inheritance of security
attributes in the CAD model can also be enforced here.

Fig. 2 illustrates the new architecture and how all the
components interact with each other.

4. Results

A functional prototype was successfully built and vali-
dated with a simple simulated engineering organization
which contains multiple roles of engineers and levels of
security privileges. A small set of simple CAD assemblies
each containing multiple parts and various permission
settings were built with this new system to mimic real
world applications. The system was tested with multi-
ple users/clients with different roles and privileges who
work in concurrent sessions connecting to the server
through domain authentication while working on the
same model. A set of scenarios were executed to validate
the security and access control requirement.

The development and testing environment is built on
a VMWare ESXi virtual machine (VM) environment to
simulate real world corporate network infrastructures.
Various server VMs andmultiple client workstationVMs
were setup and configured to represent different com-
ponents in the NX-Connect system as shown in Fig. 6.
All servers run on Microsoft Windows Server 2012 even
though they act in different capacities. Client worksta-
tions run Windows 7 and the latest NX-Connect CAD
software. All security functions and interaction with
the domain services are implemented with Microsoft
.NET Framework APIs and Microsoft Windows Server
SDK.

Figure 5. Schema extension for access control.
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Figure 6. Server topology diagram.

Figure 7. Screenshots of GUI management console for access control settings. Left (a) shows UI for user permissions and right (b) shows
UI for object permissions.

In the simulated engineering organization, a number
of users were conceptualized with various roles and secu-
rity permissions. After basic user credentials are setup
in the Active Directory, security objects are created and

managed with a GUI management console developed in
C# programming language. Fig. 7 includes screenshots of
the GUI management console where 7(a) shows a senior
engineer inheriting security settings under his hierarchy
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Figure 8. Sample test case. Left (a) shows the roles and security classes and right (b) shows the object permission in the CADmodel.

Table 1. User security settings in directory service.

Security Class Need to Know Roles

User-1 Confidential-2 Project-1 Sr. Engineer
User-2 Confidential-1 Project-1 Technician

of roles who is also associated with other mandatory
security attributes; and 7(b) shows the permission setting
of a part in the CAD model.

A small number of test cases with ametric of scenarios
were developed to validate the functionalities according
to the requirements. Fig. 8 shows one such test case where
8(a) consists of an organization with a hierarchy of three
roles and three level of confidentiality, 8(b) represent a
simple assembly containing three parts each with differ-
ent permissions. Tab. 1 defines two users in the organi-
zation with different security settings. Three simple test
scenarios will be described below.

4.1. Scenario 1

With the configuration and permissions shown in Fig. 8
and Tab. 1, the two users start a new working session on
two separate client workstations. User-1, as a Sr. Engineer
and Confidential-2 security class, can view all the three
parts in the assembly. However, User-2, because of his
Confidential-1 security class, can only see the crankshaft
part, as shown in Fig. 9.

4.2. Scenario 2

We then modify the security class of the piston rod to
Confidential-1, User-2 will now able to view the piston
rod, but still not the piston. Screenshots shown in Fig. 10.

Figure 9. Test scenario 1. Left, screenshot of User-1′s view in NX
client. Right, User-2.

Figure 10. Test scenario 2. Left, screenshot of User-1′s view in NX
client. Right, User-2.
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4.3. Scenario 3

In Fig. 8(a), the Senior Engineer only is shown with
only one permission setting for deleting parts. However,
because it inherits Junior Engineer and Technician in the
hierarchy, a Senior Engineer can view, modify and create
parts without having to explicitly assign the permissions.
As shown in earlier scenarios, User-1 can view all the
parts in the assembly. In addition, when User-2 attempts
to modify the piston rod, an error will occur in the
authorization layer because of mismatched permissions,
as shown in Fig. 11.

Figure 11. Screenshot of User-2′s NX client when attempting to
modify the piston rod.

5. Conclusion

This paper proposed a design to address the compelling
need of security protocols in the current state of the art
multi-user concurrent collaborative engineering tools.
As multi-user CAD become closer to being commer-
cially viable, security concerns will need to be addressed
prior to being deployed to an enterprise environment.
Role-based andmandatory access control integratedwith
standard enterprise network services is a practical and
effective approach that can provide sufficient function-
ality for common security requirements. The resulting
prototypemay have certain limitations and requiresmore
stringent testing, however, the new and improved NX-
Connect with built-in RBAC and MAC has shown that
multi-user CAD system with sufficient security features
can be a reality in real-world complex commercial engi-
neering projects in not so distant future.
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